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Description of Information | Classification/Markings | Reason | Declass | Remarks

A. (U) GENERAL

1. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO performs computer specific targets, level of
network exploitation (CNE) success or capabilities remain

classified.

2. (S//REL) The fact that SECRET//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
NSA/CSS or TAO, as part of FVEY specific targets, level of
CNE operations, performs success or capabilities may
remote subversion raise the classification level

and/or require
compartmentation.

(U) Foreign releasability
decisions on specific details
relating to remote subversion
are handled on a case-by-case
basis. Contact TAO CAO for
further guidance.

3. (S/ST/REL) Identification of SECRET//SI//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
specific remote subversion FVEY specific targets, level of
methods used by NSA/CSS or success or capabilities may
TAOQ, to include: raise the classification level
- Endpoint access, exploitation, and/or require
or operations compartmentation.

- On-net access, exploitation, or

operations (U) Foreign releasability

- Software implant access, decisions on specific details
exploitation, or operations relating to remote subversion
- Accessing or exploiting data are handled on a case-by-case
at rest basis. Contact TAO CAO for

further guidance.

4. (S/SI/REL) The fact that SECRET//SI//REL TO USA, Sec 1.4 (¢) *25 years (U) Details indicating
NSA/CSS or TAO, as part of FVEY specific targets, level of
CNE operations, performs success or capabilities may
physical subversion, to include: raise the classification and
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- Close access enabling,
exploitation, or operations

- Off-net enabling, exploitation,
or operations

- Supply chain enabling,
exploitation, or intervention
operations

- Hardware implant enabling,

require ECI protection.

(U) Foreign releasability
decisions on specific details
relating to physical
subversion are handled on a
case-by-case basis. Contact
TAO CAO for further

exploitation, or operations guidance.

5. (U) The association of any UNCLASSIFIED//FOR FOIA 3 N/A
specific ECI name or trigraph, OFFICIAL USE ONLY
with NSA/CSS, ECI, SIGINT,
or intelligence

6. (U) The association of a CONFIDENTIAL//REL TO Sec. 1.4(c) N/A
specific TAO ECI name or USA, FVEY
trigraph with CNE and/or TAO

7. (U) The fact that a specific UNCLASSIFIED//FOR (U) If the details of the
individual is cleared for a OFFICIAL USE ONLY association reveal the fact
specific TAO ECI, when there that the ECI is TAQ’s, then it
is no association between the would be
ECI and TAO CONFIDENTIAL//REL TO

USA, FVEY, in accordance
with entry 5.

8. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A
TAO conducts CNE for foreign
intelligence collection.

9. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO, as part of CNE specific targets, level of
operations, performs CNE to success or capabilities remain
support U.S. Government CNA classified.
efforts

10. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO, as part of CNE specific targets, level of
operations, trains, equips, and success or capabilities remain
organizes the U.S. Cryptologic classified.
System to support the CNE,
CNA, and CND requirements
needs of its customers

11. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO, as part of CNE specific targets, level of
operations, provides CNO- success or capabilities remain
related military targeting classified.
support

12. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO, as part of CNE specific targets, level of
operations, provides success or capabilities remain
intelligence gain/loss classified.
assessments in response to
Combatant Commander
(COCOM) CNO targeting

13. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating

TAO, as part of CNE
operations, develops and
supports analytic modeling and
simulation techniques to
support CNE/CNA efforts

specific targets, level of
success or capabilities remain
classified.
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14. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO, as part of CNE specific targets, level of
operations, targets, collects and success or capabilities remain
processes computers, computer classified.
networks and computer-to-
computer (C2C)
communications without
reference to a specific
operation, activity or target

15. (S//SI//REL) The fact that NSA | SECRET//SI//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
or TAQ, as part of CNE FVEY specific targets, level of
operations, targets, collects and success or capabilities may
processes specific computer raise the classification level
protocols (such as email, instant to TOP SECRET.
messaging, file transfer
protocols) (U) Details may also be

protected by one or more
ECIs and/or a different level
of foreign releasability
(including NOFORN).

16. (S//SI/REL) The fact that SECRET//SI//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
NSA/CSS or TAO, as part of FVEY specific targets, level of
CNE operations, remotely success or capabilities may
introduces code into target raise the classification level
computer networks to facilitate to TOP SECRET.
foreign intelligence collection

(U) Details may also be
protected by one or more
ECIs and/or a different level
of foreign releasability
(including NOFORN).

17. (TS//SI//REL) The fact that TOP SECRET//SI//REL TO Sec 1.4(c) *25 years (U) Details may also be
NSA/CSS or TAO, as part of USA, FVEY protected by one or more
CNE operations, conducts off- ECIs and/or a different level
net field operations to develop, of foreign releasability
deploy, exploit, or maintain (including NOFORN).
intrusive access, without further
detail

18. (S//SI/REL) The fact that TOP SECRET//SI Sec 1.4(c) *25 years (U) Details may also be
NSA/CSS or TAO, as part of protected by an ECI.

CNE operations, conducts off- | See remarks for foreign

net activities at specified releasability. (U) Foreign releasability

locations other than NSA/CSS decisions handled on a case-

facilities by-case basis. Contact TAO
CAO for further guidance,

19. (U) TAO project names, in UNCLASSIFIED//FOR FOIA (3) N/A
association with CNE or TAQO, OFFICIAL USE ONLY
with no amplifying details

B. (U) PARTNERING/COLLABORATION

20. (C//REL) The fact that CONFIDENTIAL//REL TO Sec 1.4(c, d) *25 years (U) Details indicating
NSA/CSS or TAO, as part of USA, FVEY specific targets, level of

CNE operations, collaborates
with Second Party Partners to
conduct CNE activities

success or capabilities may
raise the classification level.

(U) Details may also be
protected by one or more
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