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iPhone target analysis and exploitation with unique
device identifiers

Summary

This paper describes standard analysis techniques
that have been used to both discover iPhone
target end point machines and implant target
iPhones directly using the QUANTUM system. It
shows that the iPhone Unique Device ldentifier
(UDID) can be used for target tracking and can be
used to correlate with end point machines and
target phone. It highlights the exploits currently
available and the CNE process to enable further
targeting.

OPDSDH

Page 1 of 11
TOP SECRET STRAP1



TOP SECRET STRAP1
12" November 2010

A. REFERENCES

[a] iPhone applications and privacy issues: An analysis of Application
Transmission of iPhone Unique Device Identifiers (UDIDs),
October 1 2010

[b] CROWN PRINCE - Technigue for identifying Apple UDIDs in HTTP traffic
- B/7844/5001/1/105* 22/07/10

[c] Strategic Framework Task 4138585 — Report No: 72/09/R/416/C, Roke —
October 2009 Issue 2

[d] The Good ienetration iuide -

] Current SEPP targets -
1 iphone targer ist -

B. BACKGROUND

1. Every Apple iPhone, iPad and iPod touch has a unique hardware
identifier called the Apple UDID. The UDID is a 40 character hex string
(160 bits) that seems to be a SHA-1 hash of the IMEI, serial number and
the Bluetooth and WiFi MAC addresses. The UDID is available to
developers of applications for these devices, and it is used to identify a
given device. As highlighted in [a], the UDID is seen in multiple apps and
can be used to allow target tracking or be used to correlate with other
personal identifiers.

2. The Mobile Theme has invested a large amount of research into iPhone
apps and metadata analysis over the last year accumulating with a
detailed report done by [c] in October 2009 and 29 SEM rules
created by ICTR-MCT [b]. These rules have used to extract iPhone
metadata for a number of apps and in particular the Unique Device
Identifier (UDID) from any carrier being processed using DEBIT CARDs.
Further TDI rules are being developed by GTE that will in the future
extract UDID events from carriers processed through the MVR system.
The resulting events have then been used to populate both research and
corporate QFDs (Query Focused Datasets) such as MUTANT BROTH
and AUTOASSOC and will eventually form the basis of mobile
correlations in HARD ASSOC.

3. Initially, an exploit was developed by the Joint CNE/TECA Mobile
Exploitation Team for iPhone that was to be delivered to the target
phone when syncing with an exploited end point machine. This was
successful for a BROKER target and resulted in the extraction of SMS,
call logs and contact details. After this initial trial, CNE and SD undertook
work to discover other single end points seen syncing with iPhones.

4. At HANDEX 2010 (handset exploitation workshop) in August, various
aspects of the iPhone OS were investigated for potential vulnerabilities.
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Using an open source PDF vulnerability when using the Safari browser,
Joint CNE/TECA Mobile Exploitation Team were able to develop an
exploit to deliver a WARRIORPRIDE implant to a target test phone.
Further, investigation, liaison and testing with the CNE QUANTUM team
resulted in approval for the implant to be deployed against QUANTUM
iPhone targets.

C. DESCRIPTION OF ANALYSIS

CNE Endpoint

As part of the SD Mobile Exploitation theme to identify further end point
machines that had been seen syncing with iPhones, a survey was
undertaken by CNE and TAO to scan all target end point machines for
the appropriate iPhone registry keys. Scanning of all CNE stored single
end point (SEPSs) registry keys on particular process IDs resulted in 9
CNE endpoints seen this year sync’d with iPhones. The resulting Unique
Device Identifiers (UDID) were extracted from the registry keys and ran
in MUTANT BROTH and AUTOASSOC, resulting in 6 correlations with
either iPhone Safari user agents or the iPhone Mail app seen in passive
collection.

A CNE end point operation against ||| | | | } JJE (ABSOLINE

EPILSON) had resulted in access to a windows end point machine
. A scan of this machine's registry keys resulted in UDID
. As can be seen, the

UDID has been seen with the Admob SEM rule type and with the Apple-
IMEI-URI TDI type. Admob is the largest mobile advertising network
allowing games publishers to embed adverts and therefore receive
revenue from a number of different brands. The target iPhone OSis 3_0
as shown in the User Agent profile in figure 2.

TDI type TDI walug
@ exe_somobso-vel
Figure 1 — MUTANT BROTH Matching Identifiers
User-dgent ? ;:lm Count
I

Mozillay5.0 (iPhone; U; CPU iPhone 06 3_0 like Mac 05 X; HW iPhonel,2; en-us) AppleWebKit/525.18.1 3(18 %)

(KHTML, like Gecko) (AdMob-ISDK-20090203)
iPhone Mail (7a341) 1

(68 %)

Hozillaf 5,0 (iPhone; U; CPU IPhone 08 3_0 like Mac 08 X; HW iPhonel,2; en_us) AppleWebKit/525.18.1 2(12 %)

(KHTML, like Gecko) {(AdMob-iSDK-20090609)

Figure 2 —| B ~hone UDID User agent profile
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7. The target UDID can be used track the iPhone seen with ASBOLINE
EPILSON end point machine. In this particular case the target UDID has
been seen 16 times, the last time off IPﬁ on the
24/10/10 using the inbuilt iPhone Mail client to access his yahoo
account. The user agent for this is shown in Figure 3. In this case the

EAUTO_Apple-imei-URI TDI rule was used to extract the specific UDID
value.

TDI-Scope Suto Route
User-Agent iPhone Mail (7AZ41)
Labelled-Route

Figure 3 — iPhone Mail client user agent

Bearar Sigad Padg Ssdg Other Info

GWwNCBOOL TRI-Scope Machine Route
* Source CPC_DEBITCARD
Format-Transform SEM-=TDI
User-Agent Mozilla/S.0 (iPhone; LU; CPLU
iPhone OS5 3_0 like Mac OS X; HW
iPhonel,2; en_us) AppleWebkit/525,18.1
(KHTML, like Gecko) (AdMob-
ISDK-20090609) AS-IP-Src NO_MATCH

AS—IP—Dst. Labelled-Route

Figure 4 — iPhone Admob user agent profile

8. The UDID for all 6 targets were run through AUTOASSOC. The result for
is shown in Figure 5. As can be seen there is a clear

correlation with the ||| yahoo-Y-cookie.

Known To! Putative TOI CORINTH Soore Events =SS
tasking? recent
_" ALTO Sppleimal Rl vahoo-Y-Cookie: 1.000 13 24/10/10
vahoo-V-Cookie: 0.500 1 23/08/10
Yahoo-Y-Cookie! 0.500 1 14/11/09
Yahoo-Y-Cookie! - 0.500 1 14/11/09
Yahoo-Y-Cookle! - 0.500 1 19/06/10
vahoo-V-Cookie: 0.500 1 10/12/09
Yahoo-Y-Cookie:! 0,500 1 19/08/10
Yahoo-V-Cookie: 0.500 1 23/08/10
Yahoo-Y-Cookie! 0.500 1 10/12/09
Yahoo-V-Cookie! 0.500 1 19/06/10
vahoo-V-Cookie: 0.500 1 15/11/09
EXP_Admob-isu-URI: EXPAdrmob-X-Adrmob-Tsu: 0.500 1 19/09/10
EXP Admob-X-Admob-Isuz: EXP_Adrmob-isu-URL _ 0.500 1 19/09/10

Figure 5 — AUTOASSOC results for ABSOLINE EPSILON

9. The IP address, identifier type, bearer and user agent type for all 6
targets was extracted and formed the basis of further target development
work. Running the resulting 6 UDIDs through AUTOASSOC, resulted in
two correlations with a high enough score. These were
and_and confirmed to be correct after discussing with
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