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Pay attention to that man behind the
curtain:
Discovering aliens on CNE infrastructure

CSEC Counter-CNE

Target Analytics thread
SIGDEV Conference
NSA — June 2010

Safeguarding Canada’s security through information superiority C dl*l
Préserver la sécurité du Canada par la supériorité de I'information ana.




TOP SECRET /] COMINT

I * I Communications Security ~ Centre de la sécurité
Establishment Canada des télécommunications Canada

The need for Counter-CNE...

* Foreign and friendly actors often encountered

* CNE operators do not pursue them beyond their targets
* Reporting groups need to be made aware

* OPSEC evaluation is needed

* Active pursuit of CNE actors: a different ballgame
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Outline

* Introduction CCNE at CSEC
 CCNE tools and methods
SNOWGLOBE

* De-confliction
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